S 5 ASal B cilaghiall Jalad il e i cig) i
YS!

gophaall by o) 5 e

B glaa (fps gau,

paldionall

Al 8 gyl Jondii oy, clises )l 8 5y sha SV i) ASE Cilaags (e Baal

Lo bl oy ddaisl | &l el Y1 5 dadsY) JLiinY C&C adlal) ae dual sl o Lailay s haall 4

(05) Jietohd Claas (a1 Clisy gl g5l d padin, Hladll 5l Jlea calia ple (50
g el e (s STV a5l 5 JliaY) ellall 48

o Jslitiy Cpbiadll dgiall Ml 6 of oS A Lo sale S dae Cligs )l aas

z o Chunaall Jlea b Sl Sla Jala 5 LAY) ol o gy il 5 il g5 )1 A ds g 5kY)

Sle 245 o S Al sda | 558 Jal e (B paadl g )l e cadKl e 5 06 a3l ddle dgl)

VL) ASja gl | bee QY (e e ) 3K caila ) ccipnall culad) e sl siae 406
.DNS 5IRC ¢« P2P : HTTP e aigd Al Cligy )l

C\)ﬁ\ 33}4\_\949;]\2\3&4;}\ &"_1\_\\1\4]\ ab}mwk)m@fu)hd\i\_}uﬂ\ edbﬁgsse;ﬁ}

Asldl o Sligg ) gball (e Gl G se gl Adul 5 Al Aalladll 405,055 HANABot

HJSS(:.’ scﬂhé& 3gohe 5 . addlia (;‘\A-'\ Jaza &AAA:\&J L) caual) C_‘\u Q)@.E\ My, ‘;{;‘).&M

bl (any (35 da i) A elaly  3adaal) S el (e saall 8 Ala) zaliall (ary G A e
Al ) JAT il g g ) Cleang Aday B dtll Cua (e Aedidl)



GENERAL BOTNET DETECTION BASED ON NETWORK AND
HOST ANALYSIS

Suzan Bandar Al Mutairi

Supervised By
Dr. Saoucene Alaye Mahfoudh

ABSTRACT

One of the most serious cyber-security threats is the botnet. The botnet runs in the
background of the compromised machine and maintains communication with the
C\&C server to receive malicious commands. Malicious activity is executed without
the knowledge of the owner of the compromised computer. Botnet master uses botnet
to launch dangerous attacks such as Distributed Denial of Service (DDoS), finishing,
Data stealing, Click fraud and spamming. The size of the botnet is usually very large
and millions of infected hosts may belong to it.

This thesis addresses the problem of detecting botnet flows records within
Netflow traces and activities in the host. We propose a general technique that is
capable of detecting a new botnet in early stages. Our technique can be implement at
three level: the host level, the network level or a combination of both. The botnet
communication traffic we are interested in includes HTTP, P2P, IRC and DNS using
IP fluxing.

The proposed technique has been evaluated with a collection of real malicious
and legitimate datasets. HANABot algorithm is proposed to preprocess and extracted
features to differentiate the botnet behavior from the legitimate behavior. The results
of our experiment show a high level of accuracy and a low positive rate. Furthermore,
a comparison between some existing approaches was given, focusing on specific
features and performance. The proposed technigque outperforms some of the presented
approaches in terms of accurately detecting botnet flow records within Netflow traces.



