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ABSTRACT

Spam is an activity that impacts the experience of users on the internet. One of the most popular
social networks is twitter, where people exchange short text messages about news, politics, life
experiences, etc. Twitter has led to an increase in the spread of spam which is used for
advertisements, spread malicious, or just irrelevant content which introduces new security
issues and waste of resources. Recently, several approaches have been identified in research
for identifying spammers. Even though these approaches presented essential contributions to
the field in the English language, few until now covered in the Arabic language. Several
challenges are facing existing approaches for Arabic spam detection, especially, handling the
morphological nature of Arabic and feature extraction. Therefore, we focus on having a robust
spam detection model that could detect the advertisements in trending hashtags in Saudi
Arabia. Accordingly, this thesis proposes a deep learning model based on Long Short Term
Memory (LSTM) an artificial Recurrent Neural Network (RNN) architecture supported by pre-
trained word embedding as a modern feature engineering to detect Arabic spam tweets. Our
model achieves an F1-score of 99.28%, which outperforms other machine learning algorithms
used in Arabic spam detection.



